Catena Media’s 10 tips for

staying Cyber Secure

For Cybersecurity Awareness Month,
Catena Media’s Information Security team
offers you 10 tips to stay secure.

As our lives and work have become increasingly
dependent on technology it is important to stay
up-to-date on the latest cybersecurity trends. With

so much information stored digitally, we may nd
ourselves at risk when using our devices if we're

not careful.

Going through these 10 tips, put together by Catena
Media Information Security Team will give you a great
overview of all the best practices to stay secure.

Do Your Part #BeCyberSmart!

Ten tips to stay cyber secure

1. Keep your device up-to-date

Ensuring that you are running the latest version of
your operating system and applications is an easy way
to protect yourself from security threats. You can

even set Windows and macOS to update itself
automatically in the background, so you don’t need to
think about it.

2. Use a password manager

A password manager not only helps you store your
passwords securely but also helps you suggest strong
passwords. Using a password manager enables you to
use strong, unique passwords conveniently.

3. Enable two-factor authentication (2FA)

Enabling 2FA on all of your accounts signi cantly
improves your security posture by providing a second
layer of protection should your password ever
become compromised.

4. Be wary of phishing

If an email doesn’t look or feel right, it most likely

isn’t. Don't click on any links you don’t know where
they lead or download any attached les that you

don’t know are safe. If you can, report suspicious
emails directly to your Information Security team.

5. Save your les to the cloud

You should be saving all of your work to an online
cloud service. Doing so ensures your les are safe and
secure even if you lose your laptop and eliminates the
need for you to create backups.

6. Use a VPN on public WiFi

Connecting to public WiFi hotspots such as those
in cafés and airports presents a major security
risk; using a VPN can mitigate this by securing
your network connection.

Cyber security of ine

Now we're all beginning to return to the of ce or
work remotely from public locations, it's
important to remember the physical security risks
too. Here are some tips for you to keep your data
safe when out and about.

7. Lookout for Shoulder Surfers

Check to make sure your laptop and company
phone screens can only be viewed by the
intended audience, even when in the of ce. If you
nd yourself working in public regularly, such as
during the morning commute, it might be worth
investing in a privacy screen protector.

8. Always Lock Your Device

Taking a break? Lock your laptop and company
phone before you leave your desk. You can do
this quickly on your laptop using the shortcut
‘Windows key’ + ‘L" in Windows or ‘Control’ +
‘Command’ + ‘Q’ in macOS.

9. Never Leave Your Device Unattended in
Public Areas

Be sure to never leave your laptop or phone
unattended in a public area, even if for a brief
moment - it only takes a few seconds for a thief
to make off with them.

10. Challenge Tailgaters.

If someone follows you into the of ce without
using their access card, challenge them to use
their own.

We hope you found this blog helpful and that it
provided some valuable insights into how to stay
secure online. If you need more information,
please contact us!




